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1 Introduction
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1.1 Purpose
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1.2 Prerequisites
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1.3 Terminology
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2.1 Configuring the L2TP Setup

’ | * ey 4 6 "™
version 12.3
service timestamps debug datetime msec localtime sh ow-timezone year
service timestamps log datetime msec localtime show -timezone year

no service password-encryption
!

hostname 12tp

1

Eoot-start-marker

boot system flash c2600-advsecurityk9-mz.123-26.bin
boot-end-marker

|

enable secret 0 SECRET

!

no network-clock-participate slot 1
no network-clock-participate wic 0
aaa new-model

]

]

aaa session-id common

ip subnet-zero

ip cef

]

]

!

ip audit po max-events 100
ip domain name rfi-engineering.com
vpdn enable

|
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vpdn-group SDR-Access

! Default L2TP VPDN group
description Smart Data Router Access
accept-dialin

protocol 12tp

virtual-template 1

session-limit 32767

12tp sequencing

12tp tunnel password 0 TUNNELPASS
12tp tunnel timeout no-session 5

]

!
!
username admin password 0 PASSWORD

interface Loopback0
ip address 10.0.0.1 255.255.255.0
1

interface FastEthernet0/0

ip address 172.16.0.1 255.255.255.0
duplex auto

speed auto

|

interface Virtual-Templatel
mtu 1516

ip unnumbered Loopback0
peer default ip address pool lac
]

ip local pool lac 10.0.0.2 10.0.0.99

ip classless

ip route 0.0.0.0 0.0.0.0 DEFAULTGATEWAY
ip http server

no ip http secure-server

1

|

|

!

line con 0

line aux 0

line vty 0 4
transport input ssh
]

!
end

2.2 Hostname Parameters
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hostname 12tp
ip domain name rfi-engineering.com

2.3 L2TP LNS Settings
18 (1 'F

vpdn enable
}

vpdn-group SDR-Access

! Default L2TP VPDN group
description Smart Data Router Access
accept-dialin

protocol 12tp

virtual-template 1

session-limit 32767

12tp sequencing

12tp tunnel password 0 PASSWORD
12tp tunnel timeout no-session 5
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"4 ! *1, Configuration Network Configuration
VPN Tunnel Secret . ! 6 "4 ")
? ! 6 trmeemo4 4 G
Router#conf t
Enter configuration commands, one per line. End wit h CNTL/Z.
Router(config)#vpdn-group SDR-Access
Router(config-vpdn)#no 12tp tunnel password
Router(config-vpdn)#no 12tp tunnel authentication
Router(config-vpdn)#"Z
Router#
=4 + < " B
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2.4 PPP Session Settings
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interface Loopback0
ip address 10.0.0.1 255.255.255.0
!
interface Virtual-Templatel
mtu 1516
ip unnumbered LoopbackO
peer default ip address pool lac
!
ip local pool lac 10.0.0.2 10.0.0.99
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4 Configuration Network Configuration L2TP VPN Route all traffic over tunnel )
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Router(config)#interface Virtual-Templatel
Router(config-if)#no peer default ip address
Router(config-if)#*Z

Router#
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Router#conf t

Enter configuration commands, one per line. End wit
Router(config)#radius-server host 172.16.0.5 auth-p
12tp(config-sg-radius)#aaa group server radius RAS
Router(config)#server 172.16.0.5 auth-port 1812 acc
Router(config)#exit

Router(config)#aaa authentication ppp L2TP group RA
Router(config)#"Z
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Router(config)#interface Virtual-Templatel
Router(config-if)#ppp authentication pap L2TP
Router(config-if)#"Z

Router#

I (#G

Router(config)#interface Virtual-Templatel
Router(config-if)#ppp authentication ms-chap L2TP
Router(config-if)#"Z

Router#

(G

Router(config)#interface Virtual-Templatel
Router(config-if)#ppp authentication ms-chap-v2 L2T
Router(config-if)#~Z

Router#
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Configuration Network  Configuration
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L2TP

1 *
1) x om
% n ') "
6 8! '
h CNTL/Z.
ort 1812 acct-port 1813 key KEY
t-port 1813
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L2TP VPN

Configuration Network Configuration
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User Name Password . )

2.5 Controlling L2TP Tunnel Keepalive
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Configuration Network Configuration L2TP VPN
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2.6 Enabling the L2TP Tunnel
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4 Configuration
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Services

LCP Echo Request interval
7 ! . 4 )

Maximum allowed LCP Echo failures
4.
(D)

L2TP Echo request interval
I+ B
)

Maximum allowed of L2TP Echo failures
" (! . B '6 4
( )

L2TP retry delay
4 o

'6 4
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L2TP connection setup timeout
R 1)

6 41
! 'Enable L2TP VPN Client'
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